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• AES70 Concepts for Controllers

Morten Lave, Principal, All Access Consulting

• Issues in Controller Design

Marc Smaak, Manager - Platforms Group, Bosch Communications

• What Kind of Controller Should I Make?

Tom de Brouwer, Software Engineer, Bosch Communications

• Developer Resources Available

Tom de Brouwer, Software Engineer, Bosch Communications

• Examples / Demonstrations

Agenda
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• DNS-SD, registration, browsing etc.

• New connection modalities coming (UDP, Web-sockets, etc.)

• Subscriptions

• Enumeration and name searching

• AES70 and User Interfaces 

• Keeping the connection and knowing when it is gone

• Security

Selected AES70 Concepts for controllers
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• Formerly known as Bonjour

• AES70 is using a registered service identifier

• Devices register them self with the service (multicast, here I am)

• Controllers can browse registrations, get an inventory of devices

• The registration will contain IP address and port number

• The controller can make a TCP/IP connection to the device.

• Through the Device object and other required objects the controller can obtain 

detailed information about the device.

DNS-SD, registration, browsing etc.
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• Current standard defines OCP.1 which is TCP/IP

• The layer separation allows for multiple transport layer protocols

• Web-sockets

• UDP

• Other such as USB, Serial etc.

New connection modalities coming (UDP, Web-sockets, etc.)
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• Keeping multiple controllers up to date

• Subscribe to certain or all objects

• Get notified when changes occur

• Subscribing to sensors

• Observers

Subscriptions
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• The device object can be enumerated

• Depth-first walk of all objects in a device

• Objects can also be found through search by name

• Includes wildcards, fully recursive

Enumeration and name searching
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• AES70 purposely does not specify UI aspects

• It does allow for logical grouping of objects which can direct GUI generation

• The strong typing enables automatic mapping to GUI objects

• There are no controller classes, controllers control device objects

• An example of a controller implementation could create a proxy class instance 

for each object in a device. 

• Example, execute SetGain(v) on a proxy object will effectively result in that 

method being executed in the device using the protocol.

AES70 and User Interfaces
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• Keep alive mechanism on top of what the transport layer might offer.

• Allows controller and device to know when a session is done

• Both ends agree on a keep alive interval

• If no communication has been seen in that interval the session will end

• Improves connection loss detection on both connection and connectionless 

transport layers.

• When a session is terminated all state related to the connection is freed

• Reset device command, can be broadcast

Keeping the connection and knowing when it is gone
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• AES70 offers secure operation on the network as an option (TLS)

• Installation of pre-shared keys is application specific.

• Access control is not part of AES70.

• A trusted controller can implement access control in an application specific 

manner.

Security
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AES70 controller
Controlling audio systems
Can it be as simple as it used to be?

Marc Smaak
Bosch Security systems
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• The user connecting the cables

• Mostly unicast 

• but also multicast 

• When needed select the right adaptation

Connection management in the old days
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• Only one cable type needed

• Many SW solutions to do connection management

Connection management today

All using different protocols
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Manual connection management

 Find your equipment to connect

 Detect connector types

 Plug-in the cable

Connection management with AES70

AES70 connection management

 Discover the devices

 Capability enumeration

 Command sender & receiver to connect
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• AES70 uses standard DNS-SD for device and service discovery

• Simply browse for AES70 supporting devices

• No need for manual configuration of device lists

• No need to remember IP addresses

Discover devices

How does this work in practice?
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• See what the device has and 

what is available

• Streaming protocol

• inputs/outputs

• Including the used 

once

• Sample rate

• Clock domains

Capability enumeration

With this information you know what can be connected to what
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• If you know your device this info can be hardcoded in 

your controller

• AES70 has a globally unique Model GUID for this 

available (64 bit)

• See OCA device manager

• Similar to experienced user who knows all details of a 

device by the model number

Capability enumeration

This improves performance and reduces the load on the devices
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• Fully under control of controller

• Results in successful connection: sender and receiver capabilities do match 

• Very scalable limited by controller performance not the devices

• Hundreds of connections at once no problem

• Identical mechanism for multi & unicast connections, just different IP addresses

• One to multiple with unicast supported  multiple streams

• Reliable since devices are supervised by the controller

• Can move connection if a device fails  redundancy

• Can stop transmitter when no receivers  Avoid bandwidth waist

Command sender & receiver to connect
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• Create streams with multiple channels to optimize bandwidth

• Using OCA stream connector 

• Modify stream by add or removing channels (pins)

• Interoperable with proprietary protocols

• As long as objects are updated by the device

• Subscription mechanism to auto inform controller

• Use the build in security mechanism

• Using standard TLS

• Nobody can mess with your devices

CM advanced features
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• Redundancy

• Concurrency 

• Multiple AES70 controllers

• Proprietary & AES70 controller

Multiple controllers
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• AES70 supports object locking

• Locked objects are read/write for the controller who has the lock 

• Locked objects are read only for anybody else

• Lock can even hide the state if needed

• AES70 supports subscriptions to objects state

• Controllers are informed of changes, no frequent polling required

Multiple controllers; What about consistency?
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• Concurrent controllers environment

• Controller locks, modifies, unlocks

• Other controllers are updated automatically when subscribed to the object.

• Redundant controllers

• Main controller locks the device by locking the device manger

• Backup controller subscribes to all objects in all devices to stay up to date

• If main controller disappears lock is auto removed so backup can take over.

Multiple controllers operation
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Generic controllers

A generic controller can A generic controller can not

Discover all devices Know which object belongs to which physical 
connector

Discover device capabilities Know the exact functioning of the audio 
processing; e.g. Equalizer parameters

Discover the signal path

Proper naming guidelines will make it easier for a generic controller

• Generic controllers are powerful 

• They can easily create interoperability between different manufactures
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• Software Architect for Bosch Security Systems

• Involved in programming AES70 products:

RTS Intercoms, Eletrovoice, Dynacord, Bosch

• Based in The Netherlands

Tom de Brouwer
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• AES70 Controller concepts

Agenda
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• Web-based

• Native e.g. C++ based program which run on a PC / Embedded platform / Touch 

screen device

AES70 based controller concepts

emo



How to make an AES70 controller

29

Possible deployment with OCA.js

AES70

AES70

AES70

AES70

(Web) server

Tablet

Phone

Computer
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Possible deployment with OCA.js

AES70

AES70

AES70

(Web) server

Tablet

Phone

Computer

AES70
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• Webserver maintains AES70 OCP.1 connections to the device

• Webserver acts as proxy to forward commands to / from the devices

• Marshalling of OCA commands is performed on Tablet/Phone/PC in Javascript 

• Easy to adapt UI on bases of user needs

• Javascript programming i.s.o. native programming

• Possible applications: monitor of live audio systems, configuration of small 

systems

• Javascript controller code is available at https://github.com/DeutscheSoft/OCA.js

• GPLv2 license

https://github.com/DeutscheSoft/OCA.js
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Possible deployment with native controllers

AES70

AES70

AES70

Tablet

Wall 
control 
panel

Computer
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• Every controller maintains own OCP.1 connection to endpoint

• Depending on support controller can use UDP/TCP

• Can support large systems with proprietary extensions 

• Possible applications: proprietary controller with for example conference 

application, public address application, large system amplifier configuration with

acoustic calculations

• No freeware native controller is available, controller implementation can be

bought from a commercial supplier
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• Members only area

• Public techsite

https://ocaalliance.github.io/

Where to find tools

https://ocaalliance.github.io/
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Membership
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Demo setups
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Making an AES70 Device:
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AoIP source
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Making an AES70 Device: Controller Setup

Desktop
Device

Microdemo
Device

Wireless:
AES70 Controller

OCA.js Java Server

AoIP
Source


